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Introduction

The Instant Notification Service (INS) is designed to offer vendors a way to automate order management processes by accepting order information via web posts.  This service has long been a top request of our vendors, and we believe there are thousands of 2Checkout vendors who will benefit greatly from this service.

INS is a service which will post sets of CGI parameters to any URL you specify.  Each post represents a message containing all the information you need about a specific event (such as when a recurring order re-bills successfully).

INS System

Overview

As a 2Checkout vendor, you can now opt to receive information about your orders via HTTP POST to a URL you specify.

Message Opt-In

As a 2Checkout vendor, you can opt in to receive one, several, or all of the message types offered by 2Checkout.  For each message type, you can specify the URL which you would like the messages to post to.

To opt-in, login to the new Vendor Administration area located at https://www.2checkout.com/va/.

Select the Account tab, then the Notifications sub-tab.

Use the notification interface to enable or disable messages and set either a Global URL for receipt of all messages or individual URLs per message as needed.
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Image 1 – Notifications Interface
Message Specifications

Messages Supported

· Order Created

· Fraud Status Changed

· Shipping Status Changed

· Invoice Status Changed

· Refund Issued

· Recurring Installment Success
· Recurring Installment Failed
· Recurring Stopped

· Recurring Complete

· Recurring Restarted
INS Message Parameters

The following tables describe the format of all parameters sent by the 2Checkout INS system as part of any message.  The specific parameters to expect as part of each message depend on the message type, and are covered in more detail in later sections.

Document Conventions
	Abbreviations Used in This Document

	YYYY is a 4-digit year, Ex. 2008

	MM is a 2-digit month, Ex. 01 for January, 12 for December

	DD is a 2-digit date, Ex. 05 or 31

	HH is a 2-digit hour on a 24 hour clock, Ex 05 for 5am, 17 for 5pm

	MM is a 2-digit minute, Ex. 03 or 59

	SS is a 2 -digit second, Ex. 04 or 45

	All times will be sent in U.S. Eastern Time 


	All parameters ending in _# will be sent as numbered sets (beginning with 1), one for each item.  For example:

	Item_count=2

	item_name_1=hosting

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=bill

	item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=live

	item_rec_date_next_1=2008-02-17

	item_rec_install_billed_1=1

	item_name_2=t-shirt

	item_id_2=22

	item_list_amount_2=3.00

	item_usd_amount_2=1.50

	item_cust_amount_2=150

	item_type_2=bill

	item_duration_2=

	item_recurrence_2=

	item_rec_list_amount_2=

	item_rec_status_2=

	item_rec_date_next_2=

	item_rec_install_billed_2=


	Additional information about alpha-3 ISO currency codes

	http://en.wikipedia.org/wiki/ISO_4217


	Additional information about ISO alpha-3 country codes:

	http://en.wikipedia.org/wiki/ISO_3166-1_alpha-3


INS parameter descriptions and formats
	Parameter
	Format / Description

	message_type
	Upper Case Text; Indicates type of message (ORDER_CREATED, FRAUD_STATUS_CHANGED, SHIP_STATUS_CHANGED, INVOICE_STATUS_CHANGED, REFUND_ISSUED, RECURRING_INSTALLMENT_SUCCESS, RECURRING_INSTALLMENT_FAILED, RECURRING_STOPPED, RECURRING_COMPLETE, or RECURRING_RESTARTED )

	message_description
	Text; Human readable description of message_type

	timestamp
	Timestamp of event; format YYYY-MM-DD HH:MM:SS

	md5_hash
	Upper Case Text; UPPERCASE(MD5_ENCRYPTED(sale_id + vendor_id + invoice_id + Secret Word)); Can be used to validate authenticity of message

	message_id
	Numeric; This number is incremented for each message sent to a given vendor.

	key_count
	Numeric; Indicates the number of parameters sent in message

	vendor_id
	Numeric; Vendor account number

	sale_id
	Numeric; 2Checkout sale number

	sale_date_placed
	Date of sale; format YYYY-MM-DD HH:MM:SS

	vendor_order_id
	Text; Custom order id provided by vendor, if available. ("merchant_order_id" can be provided in the CGI handoff to 2Checkout's purchase routine)

	invoice_id
	Numeric; 2Checkout invoice number; Each sale can have several invoices, most commonly one per installment billed on a recurring order.

	recurring
	Numeric; recurring=1 if any item on the invoice is a recurring item, 0 otherwise

	payment_type
	Lower Case Text; Customer’s payment method  (credit card, online check, paypal ec, OR paypal pay later)

	list_currency
	Upper Case Text; 3-Letter ISO code for vendor currency

	cust_currency
	Upper Case Text; 3-Letter ISO code for customer currency

	auth_exp
	The date credit authorization will expire; format YYYY-MM-DD

	invoice_status
	Lower Case Text; Status of a transaction (approved, pending, deposited, or declined)

	fraud_status
	Lower Case Text; Status of 2Checkout fraud review (pass, fail, or wait); This parameter may be empty for some sales

	invoice_list_amount
	Numeric; Total in vendor pricing currency; format as appropriate to currency (2 decimal places for most, integer for JPY)

	invoice_usd_amount
	Numeric, Total in US Dollars; format with 2 decimal places

	invoice_cust_amount
	Numeric; Total in customer currency; format as appropriate to currency (2 decimal places for most, integer for JPY)

	customer_first_name
	Text; Customer’s first name (may not be available on older sales)

	customer_last_name
	Text; Customer’s last name (may not be available on older sales)

	customer_name
	Text; Customer’s full name (name as it appears on credit card)

	customer_email
	Text; Customer’s email address

	customer_phone
	Numeric; Customer’s phone number; all but digits stripped out

	customer_ip
	Text; Customer’s IP address at time of sale

	customer_ip_country
	Text; Country of record for customer's IP address at time of sale; Please note in some cases what is returned is not a country, Ex. Satellite Provider

	bill_street_address
	Text; Billing street address

	bill_street_address2
	Text; Billing street address line 2

	bill_city
	Text; Billing address city

	bill_state
	Text; Billing address state or province

	bill_postal_code
	Text; Billing address postal code 

	bill_country
	Text; 3-Letter ISO country code of  billing address

	ship_status
	Lower Case Text; Value will be not_shipped, shipped, or empty (if intangible / does not need shipped)

	ship_tracking_number
	Text; Tracking Number as entered in Vendor Admin

	ship_name
	Text; Shipping Recipient’s name (as it should appear on shipping label)

	ship_street_address
	Text; Shipping street address

	ship_street_address2
	Text; Shipping street address line 2

	ship_city
	Text; Shipping address city

	ship_state
	Text; Shipping address state or province

	ship_postal_code
	Text; Shipping address postal code 

	ship_country
	Upper Case Text; 3-Letter ISO country code of  shipping address

	item_count
	Numeric; Indicates how many numbered sets of item parameters to expect

	item_name_#
	Text; Product name 

	item_id_#
	Text; Vendor product id 

	item_list_amount_#
	Numeric; Total in vendor pricing currency; format as appropriate to currency (2 decimal places for most, integer for JPY)

	item_usd_amount_#
	Numeric, Total in US Dollars; format with 2 decimal places

	item_cust_amount_#
	Numeric; Total in customer currency; format as appropriate to currency (2 decimal places for most, integer for JPY)

	item_type_#
	Lower Case Text; Indicates if item is a bill or refund; Value will be bill or refund

	item_duration_#
	Text; Product duration, how long it re-bills for Ex. 1 Year 

	item_recurrence_#
	Text; Product recurrence, how often it re-bills Ex. 1 Month 

	item_rec_list_amount_#
	Numeric;  Product price; format as appropriate to currency (2 decimal places for most, integer for JPY)

	item_rec_status_#
	Lower Case Text; indicates status of recurring subscription: live, canceled, or completed

	item_rec_date_next_#
	Date of next recurring installment; format YYYY-MM-DD

	item_rec_install_billed_#
	Numeric; The number of successful recurring installments successfully billed


Parameters by message
	Key
	 

	 
	Invoice Level Message

	 
	Item Level Message

	R
	Required Field: will always have a value

	O
	Optional Field: may be empty

	X
	Field NOT included in message


Invoice level messages contain all the information on an invoice, in other words, one set of item parameters for each item on an invoice.

Item level messages are specific to a particular product or service ordered; they contain exactly one set of item parameters (item_count will be 1 and all numbered item parameters will end in _1). Item level messages do not contain some of the invoice level information.

Both required and optional fields will always be sent, however, optional fields may be empty.

	INS
Message Parameters
	New Order Created
	Fraud Status Changed
	Shipping Status Changed
	Invoice Status Changed
	Refund Issued
	Recurring Installment Success
	Recurring Installment Failed
	Recurring Stopped
	Recurring Complete
	Recurring Restarted

	message_type
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	message_description
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	timestamp
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	md5_hash
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	message_id
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	key_count
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	vendor_id
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	sale_id
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	sale_date_placed
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	vendor_order_id
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	invoice_id
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	recurring
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	payment_type
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	list_currency
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	cust_currency
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	auth_exp
	O
	O
	O
	O
	X
	X
	X
	X
	X
	X

	invoice_status
	R
	R
	R
	R
	X
	X
	X
	X
	X
	X

	fraud_status
	O
	O
	O
	O
	X
	X
	X
	X
	X
	X

	invoice_list_amount
	R
	R
	R
	R
	X
	X
	X
	X
	X
	X

	invoice_usd_amount
	R
	R
	R
	R
	X
	X
	X
	X
	X
	X

	invoice_cust_amount
	R
	R
	R
	R
	X
	X
	X
	X
	X
	X

	customer_first_name
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	customer_last_name
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	customer_name
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	customer_email
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	customer_phone
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	customer_ip
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	customer_ip_country
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	bill_street_address
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	bill_street_address2
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	bill_city
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	bill_state
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	bill_postal_code
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	bill_country
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	ship_status
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_tracking_number
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_name
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_street_address
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_street_address2
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_city
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_state
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_postal_code
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	ship_country
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	item_count
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	item_name_#
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	item_id_#
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	item_list_amount_#
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	item_usd_amount_#
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	item_cust_amount_#
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	item_type_#
	R
	R
	R
	R
	R
	R
	R
	R
	R
	R

	item_duration_#
	O
	O
	O
	O
	O
	R
	R
	R
	R
	R

	item_recurrence_#
	O
	O
	O
	O
	O
	R
	R
	R
	R
	R

	item_rec_list_amount_#
	O
	O
	O
	O
	O
	R
	R
	R
	R
	R

	item_rec_status_#
	O
	O
	O
	O
	O
	R
	R
	R
	R
	R

	item_rec_date_next_#
	O
	O
	O
	O
	O
	R
	R
	R
	R
	R

	item_rec_install_billed_#
	O
	O
	O
	O
	O
	R
	R
	R
	R
	R


Within each message section below, the parameters highlighted in yellow, like this, are the parameters we believe will be most useful in updating your systems, or which are most relevant to that specific message. 
NOTE: md5_hash values used in the following examples are NOT necessarily valid. MD5 is a data encryption algorithm which will  help you validate that INS POSTs came from 2Checkout >>More about MD5
Message: Order Created

Description: Order creation is a new order placed online by a customer.  You may want to automate inventory management, fulfillment or setup of login credentials based on this message.

Recurring order creation is a special case of order creation; if any item ordered is recurring, the recurring parameter will be set to 1, otherwise, it will be set to 0. 
Please note the initial installment billed often differs in price from the installments due to startup fees. 

Order Created is an invoice level message; it will be sent once for each new sale and will contain information about all items ordered.

Please Note: The following examples continue on the next page.

	Ex. Order created
	Ex.  Order created with 2 products plus shipping

	message_type=ORDER_CREATED
	message_type=ORDER_CREATED

	message_description=New order created
	message_description=New order created

	timestamp=2007-12-01 15:30:44
	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0
	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1
	message_id=1

	key_count=56
	key_count=82

	vendor_id=12345
	vendor_id=12345

	sale_id=2223334445
	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44
	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=promo12345
	vendor_order_id=promo12345

	invoice_id=234567890
	invoice_id=234567890

	recurring=0
	recurring=0

	payment_type=credit card
	payment_type=credit card

	list_currency=GBP
	list_currency=GBP

	cust_currency=JPY
	cust_currency=JPY

	auth_exp=2007-01-08
	auth_exp=2007-01-08

	invoice_status=approved
	invoice_status=approved

	fraud_status=wait
	fraud_status=wait

	invoice_list_amount=5.00
	invoice_list_amount=15.00

	invoice_usd_amount=2.50
	invoice_usd_amount=7.50

	invoice_cust_amount=250
	invoice_cust_amount=750

	customer_first_name=John
	customer_first_name=John

	customer_last_name=Smith
	customer_last_name=Smith

	customer_name=John Smith
	customer_name=John Smith

	customer_email=jsmith@yahoo.com
	customer_email=jsmith@yahoo.com

	customer_phone=6149212450
	customer_phone=6149212450

	customer_ip=1.1.1.1
	customer_ip=1.1.1.1

	customer_ip_country=United States
	customer_ip_country=Satellite Provider

	bill_street_address=55 Lane Ave.
	bill_street_address=55 Lane Ave.

	bill_street_address2=
	bill_street_address2=

	bill_city=Mytown
	bill_city=Mytown

	bill_state=NV
	bill_state=NV

	bill_postal_code=55555
	bill_postal_code=55555

	bill_country=USA
	bill_country=USA

	ship_status=
	ship_status=not_shipped

	ship_tracking_number=
	ship_tracking_number=

	ship_name=
	ship_name=June Cleaver

	ship_street_address=
	ship_street_address=123 Main St.

	ship_street_address2=
	ship_street_address2=Apt. B

	ship_city=
	ship_city=Anytown

	ship_state=
	ship_state=OH

	ship_postal_code=
	ship_postal_code=12345

	ship_country=
	ship_country=USA

	item_count=1
	item_count=3

	item_name_1=e-book
	item_name_1=t-shirt

	item_id_1=12
	item_id_1=12

	item_list_amount_1=5.00
	item_list_amount_1=5.00

	item_usd_amount_1=2.50
	item_usd_amount_1=2.50

	item_cust_amount_1=250
	item_cust_amount_1=250

	item_type_1=bill
	item_type_1=bill

	item_duration_1=
	item_duration_1=

	item_recurrence_1=
	item_recurrence_1=

	item_rec_list_amount_1=
	item_rec_list_amount_1=

	item_rec_status_1=
	item_rec_status_1=

	item_rec_date_next_1=
	item_rec_date_next_1=

	item_rec_install_billed_1=
	item_rec_install_billed_1=

	
	item_name_2=pencil

	
	item_id_2=22

	
	item_list_amount_2=3.00

	
	item_usd_amount_2=1.50

	
	item_cust_amount_2=150

	
	item_type_2=bill

	
	item_duration_2=

	
	item_recurrence_2=

	
	item_rec_list_amount_2=

	
	item_rec_status_2=

	
	item_rec_date_next_2=

	
	item_rec_install_billed_2=

	
	item_name_3=Shipping: FedEx

	
	item_id_3=

	
	item_list_amount_3=7.00

	
	item_usd_amount_3=3.50

	
	item_cust_amount_3=350

	
	item_type_3=bill

	
	item_duration_3=

	
	item_recurrence_3=

	
	item_rec_list_amount_3=

	
	item_rec_status_3=

	
	item_rec_date_next_3=

	
	item_rec_install_billed_3=

	
	item_recurrence_3=

	
	item_rec_list_amount_3=

	
	item_rec_status_3=

	
	item_rec_date_next_3=

	
	item_rec_install_billed_3=


Please Note: Recurring order example can be found on the next page.

	Ex. Order created with recurring product

	message_type=ORDER_CREATED

	message_description=New order created

	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1

	key_count=56

	vendor_id=12345

	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=GBP

	cust_currency=JPY

	auth_exp=2007-01-08

	invoice_status=approved

	fraud_status=wait

	invoice_list_amount=5.00

	invoice_usd_amount=2.50

	invoice_cust_amount=250

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=Malaysia

	bill_street_address=55 Lane Ave.

	bill_street_address2=Apt 5

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=not_shipped

	ship_tracking_number=

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=bill

	item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=live

	item_rec_date_next_1=2008-01-01

	item_rec_install_billed_1=1


Message: Fraud Status Changed 

Description: All orders must pass 2Checkout’s fraud review before they will be billed; therefore vendors are advised that goods should not be delivered until they have passed this fraud review. If an order fails the fraud review it will also be canceled. An order may change fraud status more than once.

Fraud Status Changed is an invoice  level message; it will be sent once for each fraud status change on a sale and will contain information about all items ordered.



	Ex. Fraud status changed to 'pass'

	message_type=FRAUD_STATUS_CHANGED

	message_description=Order fraud status changed

	timestamp=2007-10-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=132

	key_count=56

	vendor_id=211784

	sale_id=3875819547

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=promo12345

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=USD

	cust_currency=USD

	auth_exp=2007-01-08

	invoice_status=approved

	fraud_status=pass

	invoice_list_amount=1.00

	invoice_usd_amount=1.00

	invoice_cust_amount=1.00

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=not_shipped

	ship_tracking_number=

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=1.00

	item_usd_amount_1=1.00

	item_cust_amount_1=1.00

	item_type_1=bill

	item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=live

	item_rec_date_next_1=2007-11-01

	item_rec_install_billed_1=1


Message: Shipping Status Changed 

Description: This message indicates that the ship_status of an order has changed, from not_shipped to shipped (Ex. when an order is marked shipped). 

Shipping Status Changed is an invoice level message; it will be sent once for each shipping status change on an invoice and will contain information about all items ordered.


	Ex. Shipping status changed

	message_type=SHIP_STATUS_CHANGED

	message_description=Order Ship status changed

	timestamp=2007-10-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=132

	key_count=56

	vendor_id=211784

	sale_id=3875819547

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=promo12345

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=USD

	cust_currency=USD

	auth_exp=2007-01-08

	invoice_status=approved

	fraud_status=pass

	invoice_list_amount=1.00

	invoice_usd_amount=1.00

	invoice_cust_amount=1.00

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=shipped

	ship_tracking_number=ZG7893748973

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=1.00

	item_usd_amount_1=1.00

	item_cust_amount_1=1.00

	item_type_1=bill

	item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=live

	item_rec_date_next_1=2007-11-01

	item_rec_install_billed_1=1


Message: Invoice Status Changed 

Description: This status indicates the progress of the payment process. Most orders go from ‘approved’ to ‘pending’ to ‘deposited’, at which point they are applied to a vendor’s balance.
Invoice Status Changed is an invoice level message; it will be sent once for each status change on an invoice and will contain information about all items ordered.
Please Note: The following examples continue on the next page.
	Ex. Invoice status changed to pending
	Ex. Invoice status changed to deposited

	message_type=INVOICE_STATUS_CHANGED
	message_type=INVOICE_STATUS_CHANGED

	message_description=Invoice status changed
	message_description=Invoice status changed

	timestamp=2007-12-01 15:30:44
	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0
	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1
	message_id=1

	key_count=56
	key_count=56

	vendor_id=12345
	vendor_id=12345

	sale_id=2223334445
	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44
	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=promo12345
	vendor_order_id=promo12345

	invoice_id=234567890
	invoice_id=234567890

	recurring=1
	recurring=1

	payment_type=credit card
	payment_type=credit card

	list_currency=GBP
	list_currency=GBP

	cust_currency=JPY
	cust_currency=JPY

	auth_exp=2007-01-08
	auth_exp=2007-01-08

	invoice_status=pending
	invoice_status=deposited

	fraud_status=pass
	fraud_status=pass

	invoice_list_amount=5.00
	invoice_list_amount=5.00

	invoice_usd_amount=2.50
	invoice_usd_amount=2.50

	invoice_cust_amount=250
	invoice_cust_amount=250

	customer_first_name=John
	customer_first_name=John

	customer_last_name=Smith
	customer_last_name=Smith

	customer_name=John Smith
	customer_name=John Smith

	customer_email=jsmith@yahoo.com
	customer_email=jsmith@yahoo.com

	customer_phone=6149212450
	customer_phone=6149212450

	customer_ip=1.1.1.1
	customer_ip=1.1.1.1

	customer_ip_country=United States
	customer_ip_country=United States

	bill_street_address=55 Lane Ave.
	bill_street_address=55 Lane Ave.

	bill_street_address2=
	bill_street_address2=

	bill_city=Mytown
	bill_city=Mytown

	bill_state=NV
	bill_state=NV

	bill_postal_code=55555
	bill_postal_code=55555

	bill_country=USA
	bill_country=USA

	ship_status=shipped
	ship_status=shipped

	ship_tracking_number=ZX567567832
	ship_tracking_number=ZX567567832

	ship_name=June Cleaver
	ship_name=June Cleaver

	ship_street_address=123 Main St.
	ship_street_address=123 Main St.

	ship_street_address2=Apt. B
	ship_street_address2=Apt. B

	ship_city=Anytown
	ship_city=Anytown

	ship_state=OH
	ship_state=OH

	ship_postal_code=12345
	ship_postal_code=12345

	ship_country=USA
	ship_country=USA

	item_count=1
	item_count=1

	item_name_1=t-shirt
	item_name_1=t-shirt

	item_id_1=12
	item_id_1=12

	item_list_amount_1=5.00
	item_list_amount_1=5.00

	item_usd_amount_1=2.50
	item_usd_amount_1=2.50

	item_cust_amount_1=250
	item_cust_amount_1=250

	item_type_1=bill
	item_type_1=bill

	item_duration_1=1 Year
	item_duration_1=1 Year

	item_recurrence_1=1 Month
	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00
	item_rec_list_amount_1=5.00

	item_rec_status_1=live
	item_rec_status_1=live

	item_rec_date_next_1=2007-02-01
	item_rec_date_next_1=2007-02-01

	item_rec_install_billed_1=1
	item_rec_install_billed_1=1


Message: Refund Issued

Description: A refund is any credit issued back to the customer. Refunds can be for specific products / items, or “partial” (no specific product is specified).  They will always be specific to a single invoice. This message will allow you to automate more accurate inventory and financial tracking.
Refund Issued is an item level message; it will be sent once for each refund item issued (product or partial) and will only contain information about that item.



	Ex. Refund issued

	message_type=REFUND_ISSUED

	message_description=Refund issued

	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1

	key_count=50

	vendor_id=12345

	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=promo12345

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=GBP

	cust_currency=JPY

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=shipped

	ship_tracking_number=ZX567567832

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=refund

	item_duration_1=

	item_recurrence_1=

	item_rec_list_amount_1=

	item_rec_status_1=

	item_rec_date_next_1=

	item_rec_install_billed_1=


Message: Recurring Installment Success
Description: Recurring orders bill automatically according to schedule.  This message will allow you to automate any processes which should be keyed off successful installment billing, such as extension of login credentials.

This message will send the same customer information and sale_id (and vendor_order_id, if provided) as the original Order Created message, however the successful billing will have generated a new invoice_id and will have incremented the item_rec_install_billed_1 parameter.
Recurring Installment Success is an item level message; it will be sent once for each recurring item billed successfully and will only contain information about that item.
Please note this message will be identical (except for timestamp) whether it is the first attempt or a retry.
Please Note: The following examples continue on the next page.

	Ex. Recurring installment success 1st try
	Ex. Recurring installment success on retry

	message_type=RECURRING_INSTALLMENT_SUCCESS
	message_type=RECURRING_INSTALLMENT_SUCCESS

	message_description=Recurring installment successfully billed
	message_description=Recurring installment successfully billed

	timestamp=2007-10-01 15:30:44
	timestamp=2007-10-08 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0
	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1
	message_id=1

	key_count=50
	key_count=50

	vendor_id=12345
	vendor_id=12345

	sale_id=2223334445
	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44
	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=promo12345
	vendor_order_id=promo12345

	invoice_id=234567890
	invoice_id=234567890

	recurring=1
	recurring=1

	payment_type=credit card
	payment_type=credit card

	list_currency=GBP
	list_currency=GBP

	cust_currency=JPY
	cust_currency=JPY

	customer_first_name=John
	customer_first_name=John

	customer_last_name=Smith
	customer_last_name=Smith

	customer_name=John Smith
	customer_name=John Smith

	customer_email=jsmith@yahoo.com
	customer_email=jsmith@yahoo.com

	customer_phone=6149212450
	customer_phone=6149212450

	customer_ip=1.1.1.1
	customer_ip=1.1.1.1

	customer_ip_country=United States
	customer_ip_country=United States

	bill_street_address=55 Lane Ave.
	bill_street_address=55 Lane Ave.

	bill_street_address2=
	bill_street_address2=

	bill_city=Mytown
	bill_city=Mytown

	bill_state=NV
	bill_state=NV

	bill_postal_code=55555
	bill_postal_code=55555

	bill_country=USA
	bill_country=USA

	ship_status=
	ship_status=

	ship_tracking_number=
	ship_tracking_number=

	ship_name=
	ship_name=

	ship_street_address=
	ship_street_address=

	ship_street_address2=
	ship_street_address2=

	ship_city=
	ship_city=

	ship_state=
	ship_state=

	ship_postal_code=
	ship_postal_code=

	ship_country=
	ship_country=

	item_count=1
	item_count=1

	item_name_1=t-shirt
	item_name_1=t-shirt

	item_id_1=12
	item_id_1=12

	item_list_amount_1=5.00
	item_list_amount_1=5.00

	item_usd_amount_1=2.50
	item_usd_amount_1=2.50

	item_cust_amount_1=250
	item_cust_amount_1=250

	item_type_1=bill
	item_type_1=bill

	item_duration_1=1 Year
	item_duration_1=1 Year

	item_recurrence_1=1 Month
	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00
	item_rec_list_amount_1=5.00

	item_rec_status_1=live
	item_rec_status_1=live

	item_rec_date_next_1=2007-11-01
	item_rec_date_next_1=2007-11-01

	item_rec_install_billed_1=10
	item_rec_install_billed_1=10


Message: Recurring Installment Failed

Description: Recurring orders bill automatically according to schedule, but billings are not always successful.  This message will allow you to automate any processes which should be keyed off installment billing failure, such as suspension of login credentials.

This message will send the information based on the last successful installment billed, in other words, the invoice number is the last invoice successfully billed, installments_billed is not incremented, and date_next will often be a date in the past, indicating the original due date for the missed billing.

Recurring Installment Failed is an item level message; it will be sent once for each recurring item which fails to bill and will only contain information about that item.
Please note this message will be identical (except for dates) whether it is the first attempt or a retry:


	Ex. Recurring  installment fails

	message_type=RECURRING_INSTALLMENT_FAILED

	message_description=Recurring installment failed to bill

	timestamp=2007-10-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1

	key_count=50

	vendor_id=12345

	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=GBP

	cust_currency=JPY

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=

	ship_tracking_number=

	ship_name=

	ship_street_address=

	ship_street_address2=

	ship_city=

	ship_state=

	ship_postal_code=

	ship_country=

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=bill

	Item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=live

	item_rec_date_next_1=2007-11-01

	item_rec_install_billed_1=10


Message: Recurring Stopped 

Description: Recurring orders can be stopped by 2Checkout staff for a variety of reasons, the most common being per customer request.  In this most common case, a customer calls 2Checkout and request to stop an order. For example, John signed up for hosting from you, agreeing to pay $5/month for a year, however 10 months later, he has no need for his website anymore, and does not want to be billed for the last 2 installments.  Because credit card regulations favor the customer in this case, 2Checkout customer care will stop the recurring order, which means that you may want to shut off John’s access to your hosting service, in order to free up those resources so they can be used by another customer.
Recurring Stopped is an item level message; it will be sent once for each recurring item stopped and will only contain information about that item.


	Ex. Recurring stopped

	message_type=RECURRING_STOPPED

	message_description=Recurring order stopped

	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1

	key_count=50

	vendor_id=12345

	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=GBP

	cust_currency=JPY

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=shipped

	ship_tracking_number=ZX567567832

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=bill

	Item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=cancelled

	item_rec_date_next_1=2007-02-01

	item_rec_install_billed_1=10


Message: Recurring Complete
Description: Recurring orders bill automatically according to schedule, which ends a fixed amount of time after original order placement.  This message will allow vendors to automate any processes which should be keyed off completion of installment billing, such as issuing permanent credentials or account closure.

Recurring Complete is an item level message; it will be sent once for each recurring item completed and will only contain information about that item.



	Ex. Recurrence complete

	message_type=RECURRING_COMPLETE

	message_description=All installments billed

	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1

	key_count=50

	vendor_id=12345

	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=GBP

	cust_currency=JPY

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=shipped

	ship_tracking_number=ZX567567832

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=bill

	item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=complete

	item_rec_date_next_1=2007-02-01

	item_rec_install_billed_1=12


Message: Recurring Restarted

Description: After being stopped, recurring orders can be restarted by 2Checkout staff for a variety of reasons, the most common being per customer request.  In this most common case, a customer calls 2Checkout and requests to restart billing on a recurring order. For example, John signed up for hosting, agreeing to pay $5/month for a year, however 10 months later, he forgot what the billings he saw on his card were for, called up and had it stopped, and then remembered, and asked to have it restarted.  If you as the vendor turned access off based on the stop message, you will likely also want to turn John’s access back on after receiving the restart message.

Recurring Restarted is an item level message; it will be sent once for each recurring item restarted and will only contain information about that item.


	Ex. Recurring restarted

	message_type=RECURRING_RESTARTED

	message_description=Recurring order restarted

	timestamp=2007-12-01 15:30:44

	md5_hash=99229B8BD0828FBC41CD0FE5DD80A7C0

	message_id=1

	key_count=50

	vendor_id=12345

	sale_id=2223334445

	sale_date_placed=2007-01-01 15:30:44

	vendor_order_id=

	invoice_id=234567890

	recurring=1

	payment_type=credit card

	list_currency=GBP

	cust_currency=JPY

	customer_first_name=John

	customer_last_name=Smith

	customer_name=John Smith

	customer_email=jsmith@yahoo.com

	customer_phone=6149212450

	customer_ip=1.1.1.1

	customer_ip_country=United States

	bill_street_address=55 Lane Ave.

	bill_street_address2=

	bill_city=Mytown

	bill_state=NV

	bill_postal_code=55555

	bill_country=USA

	ship_status=shipped

	ship_tracking_number=ZX567567832

	ship_name=June Cleaver

	ship_street_address=123 Main St.

	ship_street_address2=Apt. B

	ship_city=Anytown

	ship_state=OH

	ship_postal_code=12345

	ship_country=USA

	item_count=1

	item_name_1=t-shirt

	item_id_1=12

	item_list_amount_1=5.00

	item_usd_amount_1=2.50

	item_cust_amount_1=250

	item_type_1=bill

	item_duration_1=1 Year

	item_recurrence_1=1 Month

	item_rec_list_amount_1=5.00

	item_rec_status_1=live

	item_rec_date_next_1=2007-02-01

	item_rec_install_billed_1=10
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